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[bookmark: _Toc134524628][bookmark: _Toc173930145]1 Introduction
1.1	Cumberland Council’s aim is to improve the health and wellbeing of our residents. Our services have a direct and indirect impact on our resident’s health and wellbeing, so we are committed to being a high performing council. We want our residents to benefit from excellent, efficient and enterprising public services. 
1.2	The people of Cumberland are entitled to expect the Council to operate ethically with integrity, honesty and openness. To achieve this, we must take a positive, risk aware, zero-tolerance approach to fraud, bribery and corruption to protect our resources and enable them to be focused on achievement of these strategic objectives.
1.3	The Council has statutory obligations regarding these areas, for example, it may be held liable for an offence under the Bribery Act 2010 if it fails to prevent a person (who could be an officer, elected Member, or any contractor or sub-contractor who provides services on the Council's behalf) from committing bribery or fraud.
1.4	Having and adhering to adequate procedures to prevent bribery provides the Council with a defence against liability under the Bribery Act 2010.
1.5	As an employer, if we fail to prevent our employees, workers, agents or service providers facilitating tax evasion, we can face criminal sanctions including an unlimited fine, as well as damage to our reputation. We therefore take our legal responsibilities seriously and will uphold all laws relevant to countering tax evasion, including the Criminal Finances Act 2017.
1.6	The Procurement Act 2023 has introduced further obligations around preventing fraud and corruption in the procurement process, including introduction of debarment lists, transparency notices and further obligations in relation to actual or perceived conflicts of interest.
1.7	From September 2025, the Economic Crime and Corporate Transparency Act 2023 introduced a new offence: failure to prevent fraud. This applies to large organisations who meet at least two of the following criteria: 
· Over 250 employees
· More than £36 million turnover, 
· Or over £18 million in assets.

[bookmark: _Toc173930146]Under this law, a company can be criminally liable if an employee, agent, subsidiary, or other associated person commits a specified fraud offence intended to benefit the organisation or its clients, and the organisation did not have reasonable fraud prevention procedures in place. Liability applies regardless of whether senior management knew about the fraud. 

2 Scope
2.1 	This policy and strategy applies to all elected Members and Officers of the Council. The term 'officers' includes all staff working for the Council whether full-time or part-time, paid or voluntary, temporary or casual and staff employed through an agency.
2.2 	Where Council services are delivered by other organisations, the Council remains responsible for safeguarding the interests of service users and taxpayers and therefore expects the same high standards of conduct and behaviour from all individuals working with and on behalf of the Council.
2.3 	We commend this policy to our partner organisations and Cumberland Council schools with the expectation that it is either adopted in full or used as a basis for their own local arrangements. 
2.4 	Where it is suspected that fraud has been committed against the Council by staff from 3rd party organisations, we will, where appropriate, report the matter to the employing organisation and will support them fully in dealing with the issues under their respective organisational policies and procedures. 
2.5 	The Council will adhere to provisions in procurement law requiring the exclusion of contractors convicted of active corruption.
2.6	The Council will also include clauses in tender documents and contracts which permit exclusion of contractors, termination of contracts and recovery of losses by the Council in the event of an act of corruption by a tenderer or contractor (including sub-contractors).
[bookmark: _Toc134524629][bookmark: _Toc173930147]3 Definitions
[bookmark: _Hlk134535546]3.1	For the purposes of this policy, financial irregularity means fraud, bribery, corruption, money laundering, tax evasion or facilitating tax evasion.
[bookmark: _Toc134524630][bookmark: _Toc173930148]Fraud
3.2	Fraud is defined within the 2006 Fraud Act which sets out three categories of fraud: 
a. False representation - where a person makes a false representation in order to cause a gain for themselves or a loss to another person
b. Failure to disclose information - where there is a legal duty to do so
c. Abuse of position - where a person abuses the position they hold to cause a gain to themselves or a loss to another person.
3.3	Crucially, under the Fraud Act, the gain or loss does not have to have materialised for fraud to have been committed; it is the action and intent that creates the offence of a fraud.
3.4	Examples of fraud include (but are not limited to) submission of fictitious or inflated invoices, expense claims or timesheets, use of Council information or assets for personal gain, failure to declare relevant information and manipulation of quotes and tender submissions.
[bookmark: _Toc134524631][bookmark: _Toc173930149]Bribery
3.5	Bribery means offering or giving someone a financial or other advantage to encourage them to perform their functions or activities improperly or rewarding someone for having already done so. This includes:
a. Offering or giving a bribe to another person;
b. Receiving or agreeing to receive a bribe from another person;
c. Facilitation payments (unlawful payments demanded by officials to perform or expedite the performance of their normal duties).
3.6	The Council commits an offence if a person associated with it bribes another person for the Council's benefit. An "associated person" includes officers, elected Members, service providers and other partners.  
3.7		Officers and elected Members involved in planning and procurement should be especially aware of the possibility that they may be targeted for attempted bribery. 
[bookmark: _Toc134524632][bookmark: _Toc173930150]Corruption
3.8	Corruption is the deliberate misuse of a position for direct or indirect personal gain. Corruption includes offering, giving, soliciting or acceptance of an inducement or reward which may influence any person to act inappropriately. 
[bookmark: _Toc134524633][bookmark: _Toc173930151]Money laundering
3.9	Money laundering is the process by which criminally obtained money or other criminal property are exchanged for "clean" money or other assets with no obvious link to their criminal origins. 
3.10	The formal definition of money laundering is set out in the Proceeds of Crime Act 2002 as:
a. The process by which the proceeds of crime are; concealed, disguised, converted, transferred or removed from England, Wales, Scotland or Northern Ireland.
b. Being involved in an arrangement which a person knows or suspects facilitates the acquisition, retention, use or control of criminal property.
c. Acquiring, using or possessing criminal property.
3.11	There are also secondary offences of: 
a. Failure to disclose money laundering offences. 
b. Tipping off a suspect, either directly or indirectly. 
c. Prejudicing an investigation.
[bookmark: _Toc134524634][bookmark: _Toc173930152]Tax evasion
3.12	Tax evasion means the offence of cheating the public revenue or fraudulently evading UK tax and is a criminal offence. The offence requires deliberate action, or omission with dishonest intent. For the purposes of this policy tax evasion includes foreign tax evasion.
3.13	Tax evasion facilitation means being knowingly concerned in, or taking steps with a view to, the fraudulent evasion of tax (whether UK tax or tax in a foreign country) by another person, or aiding, abetting, counselling or procuring the commission of that offence. Tax evasion facilitation is a criminal offence, where it is done deliberately and dishonestly.


4 Strategic Approach
4.1	This strategy aligns to the specifications of the Fighting Fraud and Corruption Locally 2022 Counter-fraud & Corruption Strategy for local government, including adoption and alignment of the four pillars of counter-fraud activity.
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	Governance & Culture (Pillar 1 – Govern)
	Corporate Framework
4.2 	The Council expects that elected Members and officers will lead by example in ensuring adherence to all legal requirements, contract and financial procedure rules, codes of conduct and best practice. There are a range of interrelated policies and procedures that provide a corporate framework to counter fraudulent activity. These have been formulated with regard to the relevant legislative requirements and include: 
· Constitution
· Codes of conduct for officers and members 
· Code of Good Practice for Members involved in the Planning Process 
· Appointment of statutory officers
· Finance Procedure Rules
· Contract Procedure Rules
· Recruitment and Selection Policy
· Disciplinary Procedure
· Confidential Reporting Policy
· Data Protection Policy
· Data Breach Policy, Procedure and Frequently Asked Questions Policy
· Managing Your Records Guidance
· Information Security Policy 
· Information Security Payment Card Data Policy 
· Acceptable Use Policy
· Money Laundering Policy
4.5 	Line managers are responsible for ensuring that all their staff are aware of and understand their responsibilities within this policy and for periodically reminding staff of these.
	Corporate Culture
4.1	The Council is committed to creating an environment where the risk of financial irregularities is minimised. Responsibility for an anti-fraud culture is the joint duty of all those involved in giving political direction, determining policy and management. Elected Members and senior management are committed to creating a culture that is resilient to the threats of financial irregularities and which aligns to the standards of good governance.
4.2	Managers at all levels are required to acknowledge and identify the risks of financial irregularities occurring within their service areas and implement controls to mitigate these risks.
4.3 	Senior management is expected to act promptly and decisively in relation to those involved in financial irregularities. 
4.4	The Council actively encourages whistleblowing and regularly undertakes awareness campaigns, including electronic communications and posters.
Roles & Responsibilities
4.5 	Roles and Responsibilities in relation to counter-fraud across the Council is set out in the table below:
	Members
	To protect the Council, and public money, from all forms of abuse, operate within the Code of Conduct which they agree to comply with following their election, declare any conflicts of interests, perform their function with honesty and integrity, in the public interest and be vigilant to the possibility that financial irregularities may occur and have a responsibility to report any suspicions through the arrangements described within this policy.

	Audit & Risk Committee
	Undertake oversight of the Council's fraud risk management activities and monitoring the Council's anti-fraud, bribery and corruption arrangements. The Audit Committee receive regular updates on counter-fraud activity.

	Senior Leadership Team / Extended Leadership Team
	Communicating the Anti-Fraud, Bribery and Corruption Policy to elected Members and employees, promoting awareness of the commitment to eliminating all forms of corruption and ensuring risk of financial irregularities is identified, documented and managed at the appropriate level in the Council.

	Monitoring Officer
	Ensuring everything the Council does is fair and lawful and for promoting, maintaining and monitoring high standards of conduct throughout the Council, including ensuring that the Constitution is followed.

	Section 151 Officer
	Ensure the proper administration of the Council’s financial affairs and is the responsible Senior Leader for maintaining the counter-fraud policy and overseeing the Council’s approach to fraud through regular liaison with Internal Audit.

	Managers
	Ensuring there are appropriate controls within their systems to prevent fraud, ensuring staff receive fraud awareness training and ensuring that if they receive an allegation under this policy, they a) deal with the matter promptly in line with this policy b) Record, preserve and secure all evidence received and c) Implement the Council's disciplinary procedures where appropriate.

	Officers
	Maintain individual conduct in line with the Council’s Constitution, declaring conflicts of interest in line with the Council’s Constitution, performing their functions with honesty and integrity, in the public interest, being vigilant to the possibility that financial irregularities may occur and have a responsibility to report any suspicions through the arrangements described within this policy, being responsible for compliance with the Council’s financial regulations and also ensuring they do not: a) engage in any form of financial irregularities; b) aid, abet, counsel, procure or commission any other person to engage in any financial irregularities; c) Become engaged in activities with clear conflict of interests (for example providing services for close friends and family; d) engage in any other activity that may lead to a breach of this policy; or e) Threaten or retaliate against any person who raises concerns under this policy.

	Internal Audit
	Internal Audit oversee administration and distribution of the Counter-Fraud Policy & Strategy and Confidential Reporting Policy.
Internal Audit also deliver the counter-fraud plan for the organisation, covering both proactive counter-fraud activity and reactive fraud investigation (with the exception of Revenues and Benefit fraud (see below)
Internal Audit and Risk Management also provide assurance over management of fraud risk as part of their planned audit assignments, helping to ensure that management have put systems and processes in place to prevent and detect fraud and corruption.

	External Audit
	External Audit delivers specific reviews that are designed to test, amongst other things, the adequacy of the Council’s financial systems and arrangements for preventing and detecting fraud and corruption. Whilst it is not the external auditor’s function to prevent and detect fraud they are always alert to the possibility of fraud and irregularity and will act promptly if grounds for suspicion come to their notice.

	Income & Banking
	The income and banking team support or lead investigations with the council bank provider into suspected fraud involving banking operations, liaising with internal audit, and external authorities when necessary.

	Human Resources
	In addition to implementing relevant policies (including recruitment and disciplinary) HR also oversee and support all instances of case-work relating to fraud.

	Information Security
	Information Security have oversight of the Council’s cyber-security arrangements and ensure suitable controls are in place to reduce the risk of cyber-attacks, including denial of service attacks, phishing attacks and viruses.

	Revenues & Benefits
	Revenues and Benefits fraud investigations relating to housing benefit are the responsibility of the Single Fraud Investigation Service at the Department for Work and Pensions (DWP). The Revenues and Benefits Team’s primary responsibility in this area is to administer Council Tax Reduction and Council Tax discount schemes. The service is responsible for conducting initial checks, data matching and routine reviews using tools such as the National Fraud Initiative. Suspicious cases would be referred to internal audit for further advice. .



4.6 	The Council will also seek to ensure that companies of which it is a member/shareholder and major partnerships in which it participates or for which it is accountable body have in place arrangements to prevent financial irregularities in respect of their activities
	Resourcing & Capability
4.7	Counter-Fraud resource is a dedicated element of the annual Internal Audit plan of activity and will include activities to improve the counter-fraud framework, identification and delivery of counter-fraud training, assurance work relating to fraud controls and undertaking fraud investigations. A counter-Fraud lead is assigned in the team (Principal Auditor). Assurances over the implementation of fraud controls is also included as part of the routine risk-based Internal Audit plan.
4.8	Internal Audit collaborate with Human Resources, Legal Services, Banking and Income, Purchase to Pay, Revenues & Benefits, Procurement, Information Security, ICT, Fleet and Property where relevant on fraud prevention, detection and investigation.
4.9	The Council will ensure all officers with responsibility for counter-fraud are appropriately qualified and experienced. The Council will consider commissioning of external resource where it does not hold relevant expertise.
4.10	A horizon scanning process is in place, including membership of the National Anti-Fraud Network and other relevant newsletters and updates.
Training and Awareness
4.11	Annual fraud awareness training is available to Members and Officers. The Council is also developing an e-learning module, which will be required to be completed by all officers with fiscal responsibilities within the organisation.
4.12	The Audit and Risk Committee also receive annual risk training and regular fraud briefing sessions to support their role.
4.13	Revenues and Benefits staff receive annual SFIs training (Standard Financial Instruction Training)
4.14	Procurement Training for officers is currently under development.
4.15	Further training needs are identified and delivered as required.
4.16	Regular corporate communications are provided to Council staff reminding them of the Council’s Counter-Fraud and Confidential reporting policies and confidential reporting is also advertised through ongoing poster campaigns.
4.17	All fraud alerts received by the organisation are reviewed and disseminated to relevant officers. Corporate communications are provided to all Members and Officers for awareness when necessary.
Reporting Arrangements
4.18	The Monitoring Officer and S151 Officer are informed of all allegations and incidences of fraud, including regular progress reports on any investigations.
4.19	All fraud investigations are monitored by Internal Audit, with an assessment process undertaken to identify other Council services required to support ongoing investigations. 
4.20	The Senior Leadership Team and Audit & Risk Committee receive an annual update of the Counter-Fraud Strategy, an annual fraud report outlining activity in the preceding financial year (including a self-assessment against identified best practice) and the counter-fraud plan outlining proposed activity in the coming financial year.
[bookmark: _Toc134524639][bookmark: _Toc173930155]	Risk Assessment (Pillar 2 – Acknowledge)
4.21	The Council undertakes a periodic assessment (at least annually) of fraud risks to the authority, including consultation with key services and access to relevant research. The risk assessment will include a summary of all potential frauds that could be committed against the authority and identify key priorities for the Council, which will then be included as part of the counter-fraud plan.
4.22	A fraud risk register is also in place, reviewed quarterly and reported to Senior Leadership Team.
4.23	An assessment of controls in place to manage risks of individual known categories of fraud will be maintained from 2025/26, included a record of when controls were last subject to independent assurance.
Prevention (Pillar 3 – Prevent)
4.24 	The Council's main aim is to prevent financial irregularities from occurring. This is done through a combination of an effective ethical culture and behaviours whereby wrongdoing is seen as unacceptable by everyone and maintaining well-controlled systems that do not allow wrongdoing to succeed.
4.25 	A key element in financial irregularity prevention is the regular checks undertaken by managers to confirm that their financial irregularity controls continue to work effectively. Internal Audit and Risk Management can advise on appropriate controls to mitigate risk but it is managers' responsibility to ensure controls are implemented and continue to work effectively. 
4.26 	A key stage in upholding the Council's ethical culture is through recruitment of appropriate staff. Managers are responsible for ensuring that all appropriate checks are undertaken to establish, as far as possible, the honesty and integrity of potential employees, whether for permanent, temporary or casual posts, or agency staff. All recruitment must therefore be conducted in accordance with the Council's Recruitment and Selection policy and associated procedures. For example, staff who will access DWP information (directly or indirectly) are legally required to have Baseline Personnel Security Standard checking, including a basic disclosure and barring service (DBS) check, at recruitment.
4.27	Training events and communication of relevant information will be conducted by the Council to ensure relevant officers have a complete and up to date knowledge of fraud risks.
4.27 	Under the Bribery Act 2010, the provision of genuine hospitality is not an offence, so businesses are, for example, able to offer appropriate gifts to clients, take clients to dinner, and offer other hospitality if that is reasonable and proportionate expenditure for their business. 
4.28	The Codes of Conduct in place for Members and Officers requires declaration of interests, maintenance of a register of interests (members) and processes to ensures officers/members are not taking decisions which could lead to later allegations of bribery, fraud or corruption. Council officers and members may only receive gifts and hospitality in accordance with the Council's Constitution, Member Code of Conduct and Officer Code of Conduct and all gifts and hospitality offered must be declared (whether approved or declined).
4.29	The Council participates fully in the mandatory biennial National Fraud Initiative (NFI) which is co-ordinated by the Cabinet Office. The National Fraud Initiative matches electronic data within and between public and private sector bodies to prevent and detect fraud. These bodies include police authorities, local probation boards, fire and rescue authorities as well as local councils and a number of private sector bodies. The Council is required to review and investigate any potential fraud or irregularities identified by the NFI.
4.30 	The Council may also use further internal and external data matching exercises between its own systems for the purposes of preventing and detecting fraud. Any such arrangements will be in full compliance with relevant legislation covering information governance.
4.31	Internal Audit. Revenues & Benefits and Licensing teams are members of the National Anti-fraud Network and Internal Audit are also members of CIPFA and the Counter-Fraud knowledge centre (including fraud alerts)
4.32	The Council will continue to review external working collaboration arrangements to ensure access and partnering arrangements with relevant organisations is maximised.
4.32	Cumberland Council are currently exploring options for reviewing how Artificial Intelligence can improve the efficiency and effectiveness of all aspects of Council activity, including the prevention and detection of fraud, while also being aware of the additional risks faced through artificial intelligence being used to commit fraud against the Council.
4.33	The Council is developing it’s approach to Artificial intelligence in relation to counter-fraud, which will be included within this strategy once completed in 2025/26.
Investigation and Recovery (Pillar 4 – Pursue)
4.34	If employees believe they are a victim of fraud or have witnessed fraudulent activities, it is crucial to report the incident as soon as possible to their line manager, or through utilising the channels specified in the Council’s confidential reporting policy (including the protections and safeguards built into that policy). Members should report concerns directly to the Monitoring Officer or the Head of Internal Audit.
4.35	If you suspect that a financial irregularity has taken / is taking place you must not attempt to investigate the matter yourself nor confront any person suspected of being involved. You should note as much detail as possible to allow the matter to be investigated, but you must not go looking for evidence or take any action that may alert the individual(s) to your suspicions. You must not attempt to find information by switching on the person's computer as this can seriously prejudice further investigation.
4.36	Where an employee or elected Member fails to report suspicions, they themselves may become implicated in the wrongdoing and the Council will treat failure to report concerns as a serious matter which may in the case of a person employed by the Council, amount to a disciplinary matter and in the case of elected Members, to a breach of the Code of Conduct.
4.37	Managers receiving credible reports of suspected financial irregularities, and officers who are unable to discuss their concerns with management within their Directorate must contact Internal Audit.
4.33	Robust arrangements are in place to deal with financial irregularities committed against the Council including both disciplinary and criminal proceedings where appropriate.
4.39	All incidences and allegations of fraud received will be subject to robust investigation, with an initial fact-finding to determine the nature and extent of the fraud and evidence available.
4.40	The S151 Officer and Monitoring officer will be informed of all allegations of fraud and will provide further advice and support where required, including assigning any further support from Financial Services and Legal Services.
4.41	If fact-finding confirms the possible existence of fraud the next stage of the investigation will be commissioned. Consideration to the potential complexity and severity will be given before either assigning investigation in-house (by Internal Audit, Financial Systems and Control and/or Information Security), outsourcing to an external organisation or reporting immediately to the Police.
4.42	All allegations made against Council employers will be conducted in line with the Council’s disciplinary procedure and the investigation will be allocated a member of the HR Casework team. 
4.43	All allegations made against Council members will be conducted in line with the Members Code of Conduct in liaison with the Council’s Monitoring Officer.
4.44 	Consideration will be given at the start and throughout each investigation of whether fraud allegations should be reported to external organisations, including Action Fraud, National Anti-Fraud Network, Cumbria Constabulary and/or External Audit.
4.45	The Council will look to pursue recovery action to recover misappropriated assets. This may involve using the proceeds of crime act (POCA), as well as civil sanctions.
4.46 	Subject to compliance with data protection legislation and where appropriate we will publicise actions taken against anyone found to have committed a financial irregularity against the Council as part of our strategy to reduce fraud risk.
4.4	All fraud investigations will include identification of control weaknesses that enabled the fraud to be committed or attempted and will include recommendations to prevent future instances. Internal Audit will monitor completion of agreed actions to these recommendations.
[bookmark: _Toc134524644][bookmark: _Toc173930160]5 Review of this Policy & Strategy
[bookmark: _Toc134524645]5.1 	This Policy will be subject to annual review. 
[bookmark: _Toc173930161]6 Contacts
	Head of Internal Audit
	Michael Roper
Telephone: 07518 294374
Email: michael.roper@cumberland.gov.uk

	Principal Auditor (Fraud Lead)
	Lisa McCourt
E-mail: lisa.mccourt@cumberland.gov.uk

	Monitoring Officer
	Clare Liddle, Chief Legal Officer
Telephone: 01228 470241
Email: clare.liddle@cumberland.gov.uk  

	Section 151 (Chief Finance) Officer
	Catherine Bell, Chief Finance Officer
Telephone: 07711 634180
Email: catherine.bell@cumberland.gov.uk  
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